ALWAYS-ON, SEARCHABLE EVENT LOGGING

Eagle Eye VMS
Audit Log Data Sheet

The Eagle Eye VMS Audit Log deepens security and
control, allowing you to confidently know who'’s viewing
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which cameras, or has made changes to settings.

Key Features

Event details are logged for an
entire year, establishing a record
that may be required for internal or
external auditing, and turning usage
data into information relevant to

IT administrators.

Audit log access is controlled by
the VMS Administrator, and can be
granted/revoked on a per-user basis.

Events are searchable over a custom
date range covering the entire
previous year, or by selecting one

of the presets to view events from
today, yesterday, last week, or last
month.

Logged events can be narrowed to
the scope needed, such as to events
involving:

« Account creation or deletion

 User login

« Device creation

« File deletion

« Video recording, viewing,
or download

 Setting changes

» Device status (for cameras,
bridges, and CMVRs)

» Notifications

See detailed records of VMS access, downloads,
configuration changes, and other events.

Get the Right Visibility
Into Your Eagle Eye VMS

We know that you need to trust your data, and that you may be required —
for regulatory compliance or for a security audit — to produce evidence that
your system hasn’t been tampered with. Being able to track who made
changes to settings, with timestamps, or who viewed (or failed to view)

a video clip provides the visibility you need into the Eagle Eye VMS. Almost
every action performed within the Eagle Eye Cloud VMS is logged

as an event and saved within the audit log.

Uses/Applications
 Ensure that your system’s security is maintained, and that no unauthorized
users have access or make changes.

» Examine the events that matter, to help you plan your IT and security
resource allocation.

» Demonstrate to external auditors continuity and effectiveness of your
surveillance infrastructure

» Conduct forensics on known or suspected security incidents
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Easily access the Audit Log from the Users section of the left-hand menu.

Eagle Eye VMS Audit Log is available in both the Professional Edition and
Enterprise Edition of Eagle Eye Cloud VMS.
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